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The Agenda

● A CSOC dashboard for managing Gen3 deployment and monitoring - Jawad 
Qureshi, Center for Translational Data Science, University of Chicago

● Developing Kro as a solution for infrastructure setup and Gen3 deployment - 
Alan Walsh and Jimi Adeyemi, Indiana University

● Bootstrapping Gen3 with AWS CDK, ArgoCD, and Helm - Guerdon Mukama, 
Australian BioCommons

● Building and Managing Multiple Data Commons in OCCʼs CSOC - Stephen 
Dranger and Urvi Sheth, Open Commons Consortium

● Using Gen3 as a platform and running additional services such as GEARBOx - 
Luca Graglia, Data for the Common Good, University of Chicago



A CSOC dashboard for managing Gen3 
deployment and monitoring

Jawad Qureshi, CTDS, University of Chicago



What is Gen3 CSOC?

A comprehensive admin dashboard and 
platform for managing Gen3 
deployments across multiple 
Kubernetes clusters with enterprise-scale 
infrastructure management capabilities.

The challenge

Managing multiple Gen3 deployments 
across different environments (production, 
development, testing) is complex and 
time-consuming

The solution

A centralized platform providing system 
administrators with comprehensive tools to 
deploy, monitor, and manage Gen3 
ecosystems effectively.Open Source on GitHub

Gen3 CSOC Dashboard



Architecture Overview
System Design

Agent/Server Architecture

Go-based API server

REST endpoints

gRPC communication

Central Server Gen3 Agents

Deployed per cluster

Secure proxy layer

Cluster communication

Frontend

Next.js application

Unified interface

REST API integration

External Integrations

Security

mTLS Encryption
Secure agent-server communication

Certificate Based Auth
Automated certificate provisioning

KeyCloak (Auth)

Grafana (Monitoring)

ArgoCD (GitOps)



Infrastructure
● Kubernetes-Native
● Cloud Agnostic
● Helm Charts

Frontend
Next JS
Pages Router for SSR/SSG

Mantine UI
Modern React component library

Rest API
Communication with backend

Technology Stack

Backend
Go + Gin framework
High-performance API server

gRPC with mTLS
Secure agent communication

Kubernetes API
Native K8s integration



Gen3 Deployment Management

Multi Environment Support
Manage Production, development and testing environments from a single interface

Helm based deployments
Built on top of helm for consistent Gen3 deployments. 

Deployment Wizard
Guided setup process for new Gen3 installations with step-by-step configuration.

At-a-glance environment health
Quickly monitor system health, services, and deployment status in one view



Postgres UI
Browse and manage Gen3 relational data directly in PostgreSQL
Run queries, inspect schemas, and troubleshoot data issues
Simplifies database access for developers and operators
Built on-top of pgweb

Elasticsearch UI
Explore indexed Gen3 data through Elasticsearch
Run searches and inspect indexed documents and mappings
Monitor search performance and debug indexing issues

Gen3 Database UIʼs



Kubernetes Cluster Management

Multi-Cluster support
Manage multiple Kubernetes clusters from one dashboard. View all 
your clusters in a unified interface. 

Resource Monitoring
Real-time visibility into pods, services, deployments, and 
ConfigMaps etc across all clusters.

Cluster Health
Monitor node health, resource usage (CPU, 
memory, storage), and system metrics in 
real-time.

RBAC Integration
Kubernetes Role-Based Access Control 
integration for secure access management 
across teams.



Infrastructure-as-code
Deploy infrastructure using Terraform, CDK, or any language—as long as it 
can be packaged and run as a container.

Multi-Cloud Support
EKS, GKE, Azure 

Bring Your Own Infrastructure
Bring Your Own Infrastructure - support for existing infrastructure and 
on-premise deployments (Openshift etc).

Infrastructure Management



Demo



Developing Kro as a solution for 
infrastructure setup and Gen3 deployment

Alan Walsh and Jimi Adeyemi, Indiana University



Developing Kro as a 
solution for infrastructure 
setup and Gen3 
deployment

Alan Walsh and Jimi Adeyemi

March 4, 2026



The complexity wall
● Brittle Helm templates
● Terraform state locking
● “Glue code”



Kubernetes as a universal control plane

Kube Resource Orchestrator (Kro)

Open-source, Kubernetes-native project: https://github.com/kubernetes-sigs/kro

Lightweight engine that runs inside K8s to create custom APIs

Collaboration between AWS, Google, and Microsoft

https://github.com/kubernetes-sigs/kro






gen3-kro

https://github.com/indiana-university/gen3-kro

In progress:

● AWS deployment for “hub” (Kro, ACK)
● ResourceGraph(s) for Gen3 infra
● ArgoCD integration

Future development:

● ResourceGraph(s) for Gen3 application
● Multi-cloud (GCP, Azure)

https://github.com/indiana-university/gen3-kro


Demo



Agro CD Dashboard- Final State



Shared

Agro CD Dashboard- Stage 1

● CSOC Multi-acct (Shared) - IAM mapping per namespace within 
CSOC for cross-account management

● CSOC Addons (Shared) - AWS Controllers for Kubernetes 
(ACKs), Google Cloud Controllers (GCCs), Azure Service 
Operator (ASO), KRO Controller, KRO Resource Graph 
Definitions



Shared

Spoke Infra

Agro CD Dashboard- Stage 2

● Fleet Infrastructure Instances - Manage KRO Instances (Kind 
Object) deployed in the CSOC per spoke namespace - these 
instances create the cloud infrastructure.



Shared

Spoke App

Spoke Infra

Agro CD Dashboard- Stage 3

● Fleet Gen3 - Deploy the Gen3 Application into the built Spoke 
Cluster.

● Fleet Cluster Resources - Deploy the cluster-resources Helm 
Chart as per current Gen3 requirements.



ACK-multi-acct 
- Helm-Templated Kind which deploys an IAM Role Selector per spoke namespace



Basic Resource Graph Definition: Overview



Basic Resource Graph Definition: Schema section



Basic Basic Resource Graph Definition: Resource section
- a simple resource defined by the graph



Basic Infrastructure Graph: Output Resource 
- describes to the ArgoCD, access to the spoke cluster for gen3 deployment



Infrastructure Graph Status 
- for user monitoring and linking with dependent graphs



Shared

Spoke Infra

Agro CD Dashboard- Stage 2

● Fleet Infrastructure Instances - Manage KRO Instances (Kind 
Object) deployed in the CSOC per spoke namespace - these 
instances create the cloud infrastructure.



Spoke - Infrastructure Instance: Part 1
- describes for one account, what we want to deploy (uses CEL)



Spoke - Infrastructure Instance: Part 2
- describes for one account, what we want to deploy (uses CEL)



Shared

Spoke App

Spoke Infra

Agro CD Dashboard- Stage 3

● Fleet Gen3 - Deploy the Gen3 Application into the built Spoke 
Cluster.

● Fleet Cluster Resources - Deploy the cluster-resources Helm 
Chart as per current Gen3 requirements.



Spoke - Gen3 Application 



Shared

Spoke App

Spoke Infra

Agro CD Dashboard- Final state



Code Review/Questions



Bootstrapping Gen3 with AWS CDK, ArgoCD, 
and Helm

Guerdon Mukama, Australian BioCommons



Our Operating Model
Operating Multiple Gen3 Projects

● Multiple Gen3 Data commons

● Independent AWS accounts per project, 
environments

● No shared EKS clusters



The Scaling Challenge
How Do You Scale Without Scaling Engineers?

● Each Gen3 requires:

○ Networking
○ EKS
○ RDS
○ IAM Roles
○ AWS Secrets
○ WAF
○ GitOps bootstrap
○ Environment promotion
○ ArgoCD

We needed a repeatable pattern — not bespoke deployments.

● Manual provisioning does not scale
● Copy-paste infrastructure causes drift

Security posture becomes 
inconsistent



High-Level Architecture
Layered Multi-Account Deployment Model



High-Level Architecture
Multi-Commons AWS Account Model



Tooling Account & CI/CD Pipeline
Infrastructure Pipeline for a Data Commons

● Tooling account hosts infra pipeline per 
data commons

● Promotes stacks through 
UAT/Staging/Prod

● Ensures reproducible deployments and 
consistent security

●

https://github.com/AustralianBioCo
mmons/gen3-eks-pipeline



What CDK Standardises
CDK Provides Baseline Infrastructure

● Networking (VPC)
● RDS
● EKS clusters + node groups
● IAM roles
● WAF
● ArgoCD bootstrap



GitOps Layer
ArgoCD + Helm for Application Lifecycle

● CDK bootstraps ArgoCD

● ArgoCD watches Git repositories

● Helm deploys Gen3 services

● Declarative state + drift correction

● Separation of infrastructure vs application 
lifecycle



Why No Shared Clusters
Isolation by Design

● Independent governance and policies

● Reduced blast radius

● Simplified RBAC

● Easier auditing



Scaling Gen3 Through Standardisation

● Onboard a new data commons without redesigning 
infrastructure

● Predictable security baseline across environments

● Clear separation of infrastructure and application lifecycle

● Reduced operational drift

● Controlled promotion across UAT → Staging → Production



Questions

Source code: 
EKS Pipeline: https://github.com/AustralianBioCommons/gen3-eks-pipeline
Infra Bootstrap: https://github.com/AustralianBioCommons/gen3-infra-bootstrap

https://github.com/AustralianBioCommons/gen3-eks-pipeline
https://github.com/AustralianBioCommons/gen3-infra-bootstrap


Building and Managing Multiple Data 
Commons in OCCʼs CSOC

Stephen Dranger and Urvi Sheth, 
Sr. Software Engineers

Open Commons Consortium



Objectives

● Central management and monitoring of commons within a CSOC

● Automated deployment of fully-functional Gen3 environment

● Automated version upgrades, including infrastructure code

● CI/CD process for new configuration changes

● Enforce best security practices

● Leverage existing code as much as possible



Architecture





Demo



Continuous Deployment with Argo
Argo watches a Github repository for changes, then deploys as 
needed

Other Services in Environment

fence.yaml    guppy.yaml    indexd.yaml    values.yaml

occ-csoc-deploy

Argo CD

Certificate Manager

External DNS

External Secrets

Jaeger (monitoring)

Loki & Promtail (logging)

AWS LB Controller

PGAdmin













Key Benefits

● Works with OCC paradigm of separate AWS accounts

● Developed with best security practices; ensures each commons is 

properly secured

● WAF allows simple control over who can access server

● Reduces complexity; Rancher gives central view of all data commons

● Argo CD built-in, continuous deployment for all data commons

● Uses existing Gen3 Helm charts

● Logging/monitoring built into each commons environment (in 

development)



Challenges

● Automating secrets management

● Microservice-specific configurations

● Implementation of lesser-known parts of Gen3 e.g. ssjdispatcher

● Incorporating latest Gen3 developments

● Improving developer documentation of Gen3 ecosystem

● Covers similar ground as gen3-terraform

● Currently only works with AWS



Next Steps
● Record further steps to create SOP document

● Ongoing Commons development & configuration BLOODPAC

○ Setting up a development environment

○ Data transfer from old production environment to development

○ Smooth transition live service from old environment to new setup

● Gradually onboard Commons into CSOC framework

● Establish unified governance model across commons

Contact support@occ-data.org for any questions and concerns

mailto:support@occ-data.org


Using Gen3 as a platform and running 
additional services such as GEARBOx

Paul Murdoch, Data for the Common Good, 
University of Chicago



commons.uchicago.edu

What is GEARBOx?



commons.uchicago.edu

Relapsed patients struggle to find therapies

Child with relapsed AML

Traditional 
chemotherapy

Additional testing

Phase I/II/III clinical trial
weeks/months



commons.uchicago.edu

Relapsed patients struggle to find therapies

Child with relapsed AML

Traditional 
chemotherapy

Additional testing

Phase I/II/III clinical trial
weeks/months

48-72 hours

Genomic Eligibility AlgoRithm for 
Better Outcomes



commons.uchicago.edu

Goals for GEARBOx

1. Find a trial for a relapsed / refractory leukemia patient within 72 hours
2. Very quick and easy to use
3. For physicians and families
4. Designed to lower the friction to finding potentially compatible trials
5. Scalable and sustainable
6. Path to multisource data integration
7. Designed for on- and off-premises use



commons.uchicago.edu

Patient characteristics

Lab tests

Genomic testing
Clinical trials
Information about enrollment
Study locations

Disease characteristics

GEARBOx User Interface



commons.uchicago.edu

GEARBOx System

GEN3 framework 
/user app

NLP / LLM 
extraction

SME human in 
the loop UI / 

system

clinicaltrials.gov 
API crawler

Study metadata

Structured criteria

Final criteria logic Unstructured criteria

http://clinicaltrials.gov


commons.uchicago.edu

GEN3 for GEARBOx



commons.uchicago.edu

GEN3 for GEARBOx

Used:
● Fence
● Arborist
● Revproxy
● Main deployment 

frameworks (gen3-helm 
and cloud automation)

Updated / Added:
● New frontend / portal
● 2 new services to handle 

backend operations
● Deployment changes to 

support the new services

revproxy fence

arborist portal

AWS

EKS

GEARBOx 
MW

GEARBOx 
BE



commons.uchicago.edu

Adding Custom Services To Gen3

1. Pick a existing gen3 
service to model your 

custom service

2. Copy terraform related 
to existing gen3 service 

and update it 

3. If you are using 
gen3-helm copy the 

Chart of the existing gen3 
service and update it

4. For cloud-automation 
update scripts to add 

resources like a custom 
DB, create kubernetes 
deployment files and 

kube-setup-... file to set 
up configs and 

credentials etc …

5. Add any auxiliary 
resource your app may 

need
6. Test and Deploy


